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La challenge € aperta a tutti gli studenti e i neolaureati appassionati di Cyber security.

CI_IIALLENGE 24|03 h 08:45

WHO WE ARE  KICK-OFF CHALLENGE FEEDBACK PRIZE
(20 min) & TEAMWORK SESSION (15 min) (10 min)
(60 min) talk with HR right now +

Cybersecurity training

Per partecipare candidati a questo annuncio:
CYBER TOURBO GAME

Entro il 22 Marzo ti confermeremo la tua partecipazione all’evento e
ti invieremo il link di Teams

NON MANCARE!



About
BIP.

Siamo una delle principali multinazio-
nali diconsulenza in Europa con oltre
3.300 professionisti a livello interna-
zionale.

Supportiamo aziende e organizzazioni nei
processi di trasformazione, ricerca e
adozione delle soluzioni tecnologiche piu
evolute.

Il nostro core business ¢ focalizzato su
progetti di riorganizzazione, innovazione e
digital transformation dei processi aziendali sia
in ambito Information Technology che
Business.

Le nostre
Practice.

Operiamo in team supportati da practice
verticali che ci consentono di nutrire un
ambiente in cui ogni disciplina puo prosperare.

Consulting

Strategy, Innovation, Design, Interaction

CyberSec

xTech

Customer Platforms
Transformation 4.0



Cybersec Practice.

WHO WE ARE

Cybersec é il Centro di Eccellenza di BIP specializzato in consulenza e servizi innovativi in
ambito Security, pit di 200 esperti che guidano i clienti nel percorso end-to-end verso la protezione

globale.

Il nostro approccio promuove un’evoluzione dal modello tradizionale di security, operando in tre

principali aree di competenza:

B Consulting Services: offriamo servizi di Cyber Security Strategy, Governance, Risk Management

e Compliance.

B Design & Integration Services: supportiamo nelle attivita di scouting, selezione e
implementazione di soluzioni e piattaforme innovative di Cyber Security.

B Cyber Defence Services: forniamo un’analisi delle vulnerabilita di servizi e infrastrutture
dellazienda cliente; simulando attacchi informatici (Red Team), forniamo supporto qualificato per
organizzare la difesa (Blue Team).

400+

progetti focalizzati sulla
OT Security

progetti sviluppati negli
ultimi 2 anniin +10
Paesi: Spagna,
Germania, Austria,
Svizzera, Turchia, Stati
Uniti, Colombia, Cile,
Brasile, Pert, Argentina,

300+

certificazioni di Cyber
Security possedute dai
professionisti del team

2 300+

sistemi analizzati e circa 500
vulnerabilita critiche
segnalate ai clienti



Cybersec Practice.

OUR PILLAR

Governance, Risk &
Compliance Management

Scouting, Selection Red & Blue Team
& Solution Integration as a Service

Security Strategy &
Transformation

Identity &

Red Team DDoS Simulation
Access Management

Policy & Procedures GRC Platform

Cyber Security Cyber Risk Cloud Security

Threat & Vulnerability Continuos Cyber Attack
Framework Management Model Design & Review

Management

Ransomware Simulation

BCM, DR & Security Maturity
Cyber Resilience Assessment

Web Fraud Detection
& Prevention

Secure SDLC Penetration Tests SCADA ICS Assessment

Incident Response &

CERT & SOC Design Fraud Management Data Protection Endpoint Protection PCI Testing Service o N
Digital Forensics

Brand Reputation

Regulatory Compliance Network Security & Protection

Phishing Simulation Malware Analysis




Cybersec Practice.

OUR CERTIFIED

CISSP - Certified Information Systems Security
Professional

1SO 27001 Lead Auditor

1SO 20000 Lead Auditor

1SO 22301 Lead Auditor

1SO 9000 Lead Auditor

ISACA CISM Certified Information Security
Manager

ISACA CISA Certified Information System
Auditor

ISACA CRISC Certified in Risk and Information
Systems Control

CompTIA Security Plus

DRI CBCP Certified Business Continuity
Professional

PRINCE2

PMI - Project Manager Professional
ITIL® Foundation (Syllabus 2011)
CoBIT 5.0

Certified Lego Serious Play Facilitator

CISSP - Certified Information Systems Security
Professional

GCISP - Global Industrial Cyber Security
Professional

CSSLP - Certified Secure Software Lyfecycle
Professional

ISACA CSX Nexus Fundamentals

CCSK - Certificate of Cloud Security Knowledge
CCNA - Cisco Certified Network Associate
CCNAS - Cisco Certified Network Associate
Security

CCNP - Cisco Certified Network Professional
CCNPS - Cisco Certified Network Professional
Security

CCDA - Cisco Certified Design Associate
CyberArk Certified Defender

CyberArk Certified Sales Professional

McAfee CPS ATD - Advanced Threat Defense
McAfee Technical Professional Risk and
Compliance

McAfee Application Control & Change Control
McAfee Technical Professional System Security
Qualys Certified Specialist - \Vulnerability Mgmt

Akamai - Kona PreSales Certification

IBM - Cloud Computing Infrastructure Architect
Hurricane Electric IPV6 Certification

ArcSight Security V1 Sensage Gold

RSA ASOC - Advanced Security Operation

GCIH - GIAC Certified Incident Handler

GCIA - GIAC Certified Intrusion Analyst

OSCP - Offensive Security Certified Professional
OPSA-OSSTMM Professional Security analyst
OPST - OSSTMM Professional Security Tester
CEH - Certified Ethical Hacker

GMOB - GIAC Mobile Device Security Analyst
GREM - GIAC Reverse Engineering Malware
GCFE - GIAC Certified Forensic Examiner
GCISP - Global Industrial Cyber Security
Professional

CISSP - Certified Information Systems Security
Professional

PCI Professional qualified consultants

Qualifiche militari individuali come operatore
di:

CND - Computer Network Defense

CNE - Computer Network Exploitation

OSINT - Open Source Intelligence

SOCMINT - Open Social Media Intelligence
INT - Intelligence




Cybersec Practice.

OUR ASSET

Cybersec ha sviluppato una serie di prodotti chiave utilizzati per fornire servizi di sicurezza ai suoi
clienti.

MANAGEMENT OF BIP GDPR RISK ASSESSMENT
OT INVENTORY RELATED TO CYBER
SECURITY THREATS

GDPR
I C"_ ONO)

| 7 ]
xDefense End2end management BIP Cyber Risk

of Personal Data in
compliance with EU
GDPR Regulation



