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Abstract The development of a Trustworthy AI culture among researchers
and students in the AI field is a major challenges for universities. Researchers
are the main actors in stimulating AI technological progress, but they often
lack of support, guidance and education regarding all the appropriate mea-
sures that should be taken in order to develop trustworthy AI systems. More
often than not, ethical, privacy, and legal compliance is regarded as a mere
bureaucratic burden that makes their work more difficult, as shown in the
literature (Peloquin et al., 2020).

Scientific research benefits from some partial legal exemptions, but re-
searchers involved in the development of AI systems still must comply with
many applicable laws and regulations1, such as GDPR, ePrivacy Directive,
civil liability rules, contractual law, intellectual property law, and, soon, also
new regulations such as the so called “AI Act”. However, exemptions do not
apply when the research output is commercially exploited, and that represents
a challenge for technical universities strictly connected to industry. In fact, it
is very common that researchers perform analysis on behalf of (or together
with) other entities, such as companies, hospitals, NGOs, and Public Admin-
istration bodies. This means that for researchers it is often very difficult to
understand where the line of the exemption applicability is drawn and how to
perform the appropriate compliance when developing new AI tools.

It is important to note that the major legal issues are not triggered by
a specific AI technique but instead by its concrete consequences on humans.
Impact of AI systems on individual rights must be thoughtfully analyzed and
explored from a legal and ethical point of view, because such systems can
lead to negative consequences on citizens (for example, the lack of a sufficient
explanation of their effects) especially when they require the use of personal
data.
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1 European Regulations are legal instruments that are binding and directly applicable in
every Member State
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Data protection, in fact, is one of the legal requirement that researchers
probably encounter the most, because it regards not only student’s and em-
ployees’ data (so that senior researchers have to comply to relevant rules during
the hiring process, during the mentoring of younger researchers, and during
teaching activities), but also the data collection phase and secondary research
use of data. The enacting of GDPR - which provided for harmonized rules in all
Member States -, although introducing important mandatory principles such
as transparency, right of explanation, privacy by design and by default, rep-
resented only a small step towards the realization of an European responsible
and sustainable AI framework.

In April 2021, the European Commission published a proposal for a new
Regulation laying down harmonised rules on AI. The proposal states that
research should not amount to use AI systems in human-machine relations in a
way that exposes natural persons to harm, and that research activities must be
carried out in accordance with recognised ethical standards. It also lays down
many requirements for putting into service AI systems, without providing for
an explicit exemption for scientific research. These provisions, therefore, will be
added to the existing laws and regulations to be followed by researchers, further
complicating the regulatory framework in the academic field. It represents an
additional step towards trustworthy AI, but it still doesn’t ensure to fully
reach this important goal.

According to the definition of the High-Level Expert Group on Artificial
Intelligence (2019), trustworthy AI systems should have three components:

1. they should be lawful, complying with all applicable laws and regulations;
2. they should be ethical, ensuring adherence to ethical principles and values;
3. they should be robust, both from a technical and social perspective.

It has been noted that there are no proven methods to translate these con-
ditions into practice (Markus et al., 2020; Mittelstadt, 2019), and literature
shows how the complexity of stakeholders and the different expectations they
have over the concept of transparency is a major challenge (Felzmann et al.,
2019). This paper does not propose a method to develop trustworthy AI, but
is aimed at identifying strategies and approaches to help researchers in de-
veloping trustworthy AI systems, by suggesting how to enhance the first two
conditions (lawfulness and ethics).

The most important approach that could be adopted by universities is rep-
resented by mandatory training for students and researchers, in order to raise
awareness on the importance of applying ethical and legal principles in their
research: in fact, it is not possible for them to satisfy the first two conditions
outlined above without being aware of the applicable laws, regulations and
code of conducts. However, awareness is not important only for researchers
whose aim is to develop trustworthy AI, but also for all AI researchers: the
paradox is that it is not possible to understand when trustworthy AI is manda-
tory by law, when it is only recommended, and when it is not crucial, if an
appropriate training is not provided to researchers. To identify and fill the
knowledge gap within different universities and research institutes, a survey
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should be conducted and administered to students, researchers and support
staff.

One other fundamental measure is to provide - since the first stage of the
research lifecycle - continuous support from research data stewards, privacy
staff and Ethical Review Board members, who should contact students and
researchers after the registration of each research project at a central level.
The Netherlands can be a great example at this regards, due to its attention
to data stewardship (Jetten et al., 2021). Providing support is crucial because
the legal framework, especially regarding privacy, is very complex (Sartor and
Lagioia, 2020).

An additional strategy could be also to promote interdisciplinary research
groups, that would include researchers specialized in privacy, ethics and law
into research projects related to the development of AI models; in particular,
automated decision making systems that could be used by public administra-
tions or by companies to refuse a service or a contract, and AI systems that
require the use of sensitive data (such as medical imaging, mental health infor-
mation, data about children or other vulnerable groups) need to be assessed
by those expert, because otherwise their use may not be legal or could cause
users to be exposed to legal claims. A literature review assessing approaches
advocated in the trustworthy AI literature is needed to understand if the col-
laboration between AI researchers and Law researchers is increasing and to
what extent the lawfulness condition of trustworthy AI is overlooked.

However, without raising awareness first, researchers in AI field would not
always recognize the need for including experts from different disciplines and
would most likely believe to be able to develop trustworthy AI models by
themselves. In this context, joint master’s degrees in AI & Law or AI & Ethics
may not be the perfect solution because they would provide a false sense
of self-sufficiency, while the complexity of the matter is challenging even for
domain experts. It may be more efficient, instead, to provide appropriate ed-
ucation at a higher level (e.g., doctoral courses, specific training for post-docs
and professors) while maintaining some specific courses in traditional degrees
(for example, providing data protection essentials to students in STEM and
legislation regarding AI to law school students).

Lastly, it is important to develop workflows, guidelines, tools and other
resources in order to reduce the bureaucratic burden on researchers, without
impairing the compliance process.
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